NHOOPMALNMNOHHASA MNAMATKA JJIA OBYYAIOIIUXCA

C KaxkablM rofom MOMOAEXN B UHTEpHeTe CTaHOBUTLCA 60/bLUe, a LUKO/IbHUKM OAHW U3
CambIX aKTUBHbIX MOMb30BaTENEN PyHeTa. Mexay TeM, NMOMUMO OFPOMHOrO KOJIMYecTBa
BO3MOXXHOCTEN, NHTEPHET HECET U I'IpO6I'I€MbI. JTa namATKa [0/HKHa NMOMOYb Tebe 6e3onacHo
HaxXognTbCA B CETU.

Komnbrorepabie BUPyChbl

KoMMbIOTEPHBI/ BUPYC - 3TO Pa3HOBMAHOCTb KOMMbHOTEPHLIX NPOrpamMm, OTANYUTENLHON
0COGEHHOCTLI0 KOTOPOI SIBNSIETCS CMOCOGHOCTb K PasMHOXEHWIO. B [0MOMHeHVe K 3ToMy,
BMPYCbI MOTYT NOBPEANTb UM NONHOCTbI0 YHUUTOXMWTb BCE (Daiisbl M AaHHbIE, MOAKOHTPO/bHbIE
MoNb30BaTeNto, OT MMEHM KOTOPOTO Obla 3aMnyLLeHa 3apakeHHast NporpaMmMa, a Takxe NoBpeanThb
NN faXKe YHUUTOXUTH OMepaLMoHHY0 CUCTEMY CO BCEMU (haiinamm B LiesioM. B 6onbLIMHCTBE
CNy4aeB PacnpoCTPaHAOTCS BUPYChI Yepe3 MHTEPHET.

MeTogpl 3aWnTbl OT BPEAOHOCHbLIX NPOrpamm:

1. Wcnonb3yii coBpeMeHHble OMepaLyoOHHble CUCTEMbI, MMEIOLLE CEpbe3Hbli YPOBEHb
3aLLMTbI OT BPEAOHOCHBIX MPOrpaMm;

2. lMocTosHHO ycTaHaBnMBali nNaytv (LUpoBble 3annaTku, KOTOpble aBTOMATWUYECKM
yCTaHaBNMBAOTCA C Lie/Ibo fO0PaboTKM NporpaMmbl) U apyriie 06HOBNEHWS CBOEN OnepaLMoOHHOM
cucTeMbl. CKaumBail UX TOMbKO C OpMuManbHOro caita paspabotunka OC. Ecnm cywiectyet
PEXMM aBTOMATMYECKOr0 06HOB/IEHNS, BK/TOUN ET0;

3. Pa6oTaii Ha CBOEM KOMMbIOTEPE MO/ NpaBaMii MoNb30BaTeNs, a He aAMUHICTPaTopa. ATO
HE MO3BO/IT GOMbLLUNHCTBY BPEAOHOCHBIX MPOrpamMM UHCTa/I/IMPOBATLCS Ha TBOEM MEPCOHA/IbHOM
KOMMbHOTEPE;

4. Vcnonb3yii aHTVBUPYCHbIE MPOrpamMMHblE MPOAYKTbI M3BECTHbLIX MPOW3BOAUTENENA, C
aBTOMATNYeCKVM 06HOB/EHVEM 6as3;

5. OrpaHuub HU3NYECKMIA AOCTYN K KOMMNbIOTEPY A1 MOCTOPOHHMX UL,

6. icnonb3yii BHELUHME HOCUTENW MH(OpMaUMK, Takme Kak tiellka, AUCK Unn gainn ums3
WHTEPHETA, TONbKO 13 MPOBEPEHHBIX NCTOUYHMKOB;

7. He oTKpbIBaii KOMNbOTEPHbIE halinbl, NOMYYeHHbIE U3 HEHAZEXKHbIX UCTOYHMKOB. [axe
Te (haii/ibl, KOTOPble NPUCAAs TBOW 3HAKOMbIA. JTyudLle YTOUHW Y HEro, OTMPAB/ISAN SN OH Te6E KX,

Cerun WI-FI

Wi-Fi - 370 He BMA Nepefayn AaHHbIX, He TEXHO/IOTUS, a BCEro MLb 6peHA, Mapka. Eule B
1991 roay HuAaepnaHAckas KomnaHus 3apeructpuposana 6peHg "WECA", uTo 0603Hayano
cnosocoyeTaHme "Wireless Fidelity", KoTopbIli nepeBoAMTCA Kak "6ecnpoBoAHas TOYHOCTb" .

[o Hawero BpemeHW pfowsa pgpyras abbpesmatypa, KoTopas SBNSETCA TaKOM >ke
TexHonorven. 3t1o abbpesnatypa "Wi-Fi". Takoe Ha3BaHMe 6bINO AaHO C HAMEKOM Ha CTaHAapT
BbICLLIEI 3BYKOBOW TEXHMKM Hi-Fi, UTO B NepeBoae 03Ha4aeT "BbICOKAas TOYHOCTbL".

[a, 6ecnnatHbll MHTEPHET-A0CTYN B Kade, OTENAX W aj3ponoptax SABASETCH OT/IMYHOM
BO3MOXHOCTbIO BbIX0/a B UHTEPHET. HO MHOIMe 3KCNepTbl CYMTAtOT, YTO 06LLeaocTynHble Wi-Fi
CEeTU He ABNAKTCA 6e30MacHbIMM.



CoseTbl M0 6e30MacHOCTX paboTbl B 06LeA0CTYNHbIX ceTax Wi-fi:

1. He nepepasait CBOKO NMYHYIO MH(hopMaLuuto Yepes obLeaoctynHble Wi-Fi ceTn. PaboTas
B HMX, XKeflaTe/lbHO He BBOAWTbL Mapo/n JOCTYMa, IOTUHBI U KaKne-To HOMepa;

2. Wcnonb3yin 1 06HOBNAW aHTUBMPYCHble NporpamMmbl 1 6paHaMayep. TeM cambiM Tl
o6e3onacuLlb cebs 0T 3aKayku BMUpYCa Ha TBOE YCTPOMCTBO;

3. Mpu wucnonb3oBaHun Wi-Fi oTkmoum yHkumio "O6WmMiA  gocTyn K ainnam u
npuvHTepam”. [aHHasa (yHKUWSA 3aKpblTa M0 YMOMYaHWIO, OAHAKO HEKOTOPble MO/b30BaTeNN
aKTUBWPYIOT ee N4 yA06CTBa UCMONb30BaHNA B paboTe nnu yueoe;

4. He ncnonb3ayii nyénnyHbii WI-FI gns nepegayun NMUHbIX AaHHbIX, HanpyuMep ANns Bbixoaa
B COLMa/IbHbIE CETU U B 3N1EKTPOHHYIO MOUTY;,

5. Vicnonb3yii TONbKO 3aLLMLLEHHOE coenHeHne vyepe3 HTTPS, aHe HTTP, T.e. npun Habope
Beb-afpeca BBOAM UMeHHO "https://";

6. B Mo6bunbHOM TeneoHe oTKAUM yHKUMIO "ToakntoveHne K Wi-Fi aBToMaTUyeckn™.
He fonyckail aBToMaTU4yeCcKoro NoAKIYeHms ycTpoinctsa K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnajnHble ceTH

CoumanbHbIE CETU aKTUBHO BXOASAT B HaLLy XW3Hb, MHOTUE 04N PaGoTal0T M XUBYT TaMm
MOCTOsIHHO, a B Facebook y»ke 3aperMcTpyupoBaH MWUMMMApPA YeNoBeK, UTO SBNSETCS OfHOVA
ceflbMoii Bcex >XuTeneldi nnaHeTbl. MHOrMe Nonb30BaTeNM He MOHMMAKT, YTO MHGopMaLms,
pa3MeLLeHHas UMK B COoLMarbHbIX CETSX, MOXET BbiTb HalifleHa N UCMONb30BaHa KEM YrofHO, B
TOM umcre He 0653aTe/IbHO C 61aruMmn HaMmepeHUsMM.

OCHOBHbIe COBETbI N0 6€30MacHOCTA B CoUMa/ibHbIX CETAX:

1. OrpaHuyb CNUCOK Apy3el. Y Tebs B ApY3bsiX HE 4O/MKHO BbITb CYYaliHbIX N HE3HAKOMbIX
NoAen;

2. 3alMLLail CBOK YaCTHYHO XKM3Hb. He yKa3biBail naponn, TenedoHsbl, agpeca, AaTy TBOEro
POXAEHMA N APYTYHO JINYHYIO WH(OPMaUMIo. 3M10YMbILIAEHHUKA MOTYT WMCMOMb30BaTh AaXe
MHOPMALMIO O TOM, KaK Tbl M TBOW POANTENN NNAHNPYETE NPOBECTU KaHWUKY/bI;

3. 3alwmuaii cBoto penyTaLmio - IepXKiu ee B YUACTOTE W 3a/laBaii cebe BONPOC: XOTeN Obl Thl,
yTo6bI ApYrve Monb30BaTENM BUAENM, YTO Thl 3arpyKaellb? logymaid, npexpae 4em 4TO-TO
ony6n1KoBaTh, HaNMcaTb W 3arpy3uTh;

4. ECN Tbl rOBOPULLb C NIIOABMM, KOTOPbIX HE 3Haelllb, He UCMO/b3yli CBOE peasibHOe UMS
APYrYH0 NTUYHYH MH(OPMALLMA: UMS, MECTO XKMUTENbCTBA, MECTO YUeObl 11 NPOoYeE;

5. N36eraii pasmeLleHuns goTtorpaduii B VIHTEpHeTe, rae Tbl M306paXKeH Ha MECTHOCTHU, MO
KOTOPOI MOXKHO OnpeseninTb TBOE MeCTOMOMOXKEHNE;

6. Mpy perucTpauyu B COLUManbHOM CETM HEoBX0AMMO MCMO/b30BaTh C/OXHbIE NMaponu,
COCTOSILLVE U3 BYKB 1 LGP M C KONMUYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHOM CeTW, NoYThbl U APYrMX CaiiTOB HEOBXOAMMO WCMOMb30BaTb PasHbIe
naponu. Torga ecnv Tebs B3IOMAtOT, TO 3/10yMbILLNEHHUKM MOAYyYaT AOCTYN TONMbKO K OAHOMY
MECTY, a He BO BCe cpasy.



DJIeKTPOHHbBIE IeHbI'H

ONEKTPOHHbIE [eHbIMN - 3TO OYeHb YAO0OHbIA CNoco6 nnaTeXxei, OAHaKO CYLLECTBYHOT
MOLLUEHHWKM, KOTOPble XOTAT NONY4YUTb 3TN AEHLIN.

3}'IEKTpOHHbIe JeHbIn nosasBuInCb CoBCeM HedaBHO U MMEHHO WM3-3a 3TOro0 BO MHOIUX
rocygapcrtBax Ao CUX nop He nporncaHo npo HKUX B 3aKOHax.

B Poccum e oHU (DYHKLMOHUPYIOT U O HKX Y)KE MPOMUCAHO B 3aKOHE, TAe UX pas3genstoT
Ha HEeCKO/bKO BUAO0B - aHOHVWMHBbIE 11 HE aHOHKMHbIe. PasHuLa B TOM, YTO aHOHUMHBIE - 3TO Te, B
KOTOpPbIX pa3pellaeTcs MNpoBOAWTb Onepauun 6e3  MAeHTU(MKauMM nonb3osaTens, a B
HeaHOHUMHbIX UAEHTU(MNKALIMA NONb30BaTeNSs ABNSETCSA 06513aTeNbHOI.

TakKe CneayeT pas3nuyaTb 3NEKTPOHHbIE (MaTHble AeHbrM (PaBHbl FOCYAAPCTBEHHbLIM
Ba/IkOTaM) U 3/1IEKTPOHHbIE He(haTHble AeHbIM (He paBHbI FOCYAAPCTBEHHbIM Ba/llOTaMm).

OCHOBHble COBETbI N0 6e30MacHol paboTe C 31EKTPOHHLIMU AeHbraMu:

1. MNpuBsSXKN K cYETY MOOW/bHBIA TenedoH. 3TO caMblid YA0OHbIA N ObICTPLIA CNOCO6
BOCCTAHOBMTb [OCTYN K cuyeTy. [puBA3aHHbIA TeneoH MOMOXET, ecnn 3abyaellb CBOM
NNaTeXHbI Naposb MK 3aiifellb Ha CalT C HE3HAKOMOr0 YCTPOMCTBA;

2. Vicnonb3yit ogHopa3oBble Naponu. Mocne nepexofa Ha YCUNEHHY aBTopusauumio Tebe
y>Ke He 6y/1eT YrpoXaTb ONAcHOCTb KPaXKy UMW NepexBaTa NNaTeXxxHoro napons;

3. Bbibepn CnoxHbI naponb. MpecTynHMKam O6y4eT He NPOCTO yrafaTb CNOXHbIV Naponb.
HazeXxHble naponu - aTo Naponu, KOTOpble CofepXaT He MeHee 8 3HAKOB M BK/IHOYAOT B Cebs
CTPOYHbIE U NPOMUCHbIE BYKBbI, LM(PbI M HECKO/IbKO CMMBOJ/IOB, TaKue Kak 3HaK fosinapa, PyHTa,
BOCKNMLATENbHbIV 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOM IMYHbIE JaHHbIE Ha caiiTaX, KOTOPbIM He A0BepsieLLb.
DJIeKTPOHHAA MOYTA

ANEeKTPOHHas MoyTa - 3TO TEXHOMOrMS U NPefoCTaBsieMble €K YCAYrK MO MEepPechINKe W
MONYYEHNIO 3/IEKTPOHHBLIX COOOBLLEHWIA, KOTOpble PacnpefenstoTcs B KOMMbIOTEPHONM CeTu.
OO6bIY4HO  9MEKTPOHHbIA ~ MOYTOBbIA  AWWK  BbIFNAAUT  Cnegylowmm  06pasom:
MMSi_NOMb30BaTeNda@umsa_foMeHa. Takke Kpome nepefayn MpocTOro TeKCTa, WMEeTCs
BO3MOXXHOCTb NepefaBaTtb (haiinbl.

OCHOBHbIE COBETbI M0 6€30MNacHoi paboTe C 3N1eKTPOHHO NOYTOM:

1. Hago BbIGpaTh NpaBW/bHbIA NOYTOBbIA CepBUC. B MHTEPHETE eCTb OFPOMHbIV BbIGOP
6ecnnaTHbIX MNOYTOBbLIX CEPBUCOB, OHAKO Nydlle A0BEPSTb TEM, KOrO 3Haellb W KTO NepBblli B
PENTUHTE;

2. He yka3blBall B /IMYHOW NOYTe NIMYHYIO MH(opMaumio. Hanpumep, nydlle Bbl6paTbh
"My3blKa/IbHbIA_haHaT@" nnm "pok2013" BmecTo "Temal3";

3. Vicnonb3yii ABYX3TamnHyo aBTopM3aLio. 3T0 KOrLa MOMUMO Napons HY>KHO BBOAUTb KOZ,
npucblnaemblii no SMS;



4. Bblbepy CNOXHbIA Naponb. [N KaXAoro no4vToBOro flMKa LO/MKeH ObiTb CBOWA
HaJeXHbIiA, YCTONYMBLIN K B3/TOMY Naposib;

5. ECN ecTb BO3MOXHOCTb HanucaTb CamMOMY CBOV JIMYHbIA BOMPOC, UCTONb3Yil 3Ty
BO3MOXXHOCTb;

6. Wcnonb3yii HeckonbKO MOYTOBLIX ALIMKOB. [lepBblii ANs YaCTHOW Mepenuckn c
aapecaTamu, KOTOPbIM Thl [JOBEpPSiELb. ATO 3M1EKTPOHHBIA afpec He Hafo UCMOMbL30BaTh MpW
permcTpauum Ha popymMax u caiTax;

7. He oTKpblIBaii haiinibl M Apyrve BNOXEHUS B NCbMaX, AaXKe €C/IN OHU MPULLIN OT TBOWX
ApY3eii. Jlydile YTOUHW Y HUX, OTNPABASAM N OHW TeGe 3T (halinbl;

8. Mocne okoHYaHMs PaboTbl HA NOYTOBOM CEpBUCE Nepes 3aKpbITUEM BKIaLKM C CANTOM He
3abyfb HaXaTb Ha "BbIATK".

KubepOy/uinHT Wi BUPTYaJibHOE H31€BaTeJIbCTBO

Knbep6ynnuHr - npecnefioBaHne COOBLLEHNSMM, COAEPXKALLIMMM OCKOPBIEHUS, arpeccuto,
3anyruBaHue; XyJMraHcTBo; CoLManbHOe GOMKOTMPOBaHME C MOMOLLBIO Pa3MYHbIX MHTEPHET-
CEPBMUCOB.

OcCHOBHbIe COBETbI N0 60pb6e C KNbepOyIMHIOM:

1. He 6pocaricsi B 60i1. JTyuunia cnocob: nocoBeToBaTbCA Kak Ce6sl BECTM W1, €CIN HET TOrO,
K KOMY MOXHO 006paTUTbCsi, TO BHayaslie YCMOKOWUTbCA. ECAM Tbl HauyHelb OTBeYaTb
0CKOpO6eHMAMM Ha OCKOP6/IEHMS, TO TONBKO eLLe 60/bLIe PasoXOKeLlb KOH(PANKT;

2. Ynpaenaii cBoel KnbeppenyTaumei;

3. AHOHMMHOCTb B ceT MHMMasA. CyLLecTBYIOT Cnocobbl BbISICHUTL, KTO CTOUT 3a
aHOHUMHbIM aKKayHTOM;

4. He CTOMT BECTW XYNIMIaHCKNIA 06pa3 BUPTYaribHOW XXU3HW. VIHTEPHET (MKCMPYET BCe TBOU
[EVICTBMS 1 COXPaHSET UX. Y aanuTb X 6yaeT KpaiiHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOK BUPTYarlbHYHO YeCTb CMOMOAY;

6. NrHopupyi efnMHWYHbIA Heratue. OAHOPa30Bble OCKOPOUTENbHbIE COOOLLEHUA Nydlle
UrHopmpoBaTb. OBbIYHO arpeccus NPeKpaLLaeTcs Ha Hava/IbHOWN cTaauu;

7. BaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMI COOBLLEHNSMM, B COLMAbHBIX
CETAX eCTb BO3MOXHOCTb 6/I0KMPOBKM OTMPaBKM COOOLLEHWIA C ONpefeNneHHbIX afpecos;

8. Ecnn  Tbl cBupgeTenb KubepbynnuHra. TBOW  [eNCTBUA:  BbICTYNWUTb MNPOTUB
npecnegosatens, nokasaTb emy, UYTO ero [eliCTBMS OLIEHVBAKOTCA HeraTvBHO, MOALepXaTb
YKEPTBY, KOTOPOW HY>XXHa NCUXO0N0rMyecKas NOMOLLb, COOOLLMTL B3POC/IbIM O (haKTe arpecCMBHOIO
MOBeLeHNs B CETH.

MoOunbHbIi TesedoH

CoBpeMeHHble CMapTOHbI 1 NNAHLLIETLI COAEPXKaT B cebe BroMHE B3POC/bI yHKLMOHAN,
M Tenepb OHWU MOTYT KOHKYPMPOBATb CO CTaLMOHapHbIMU KoMMbtoTepamu. OAHaKo, CPeacTs



3aLMThI AN NOA06HbIX YCTPOWCTB NMOKa 04eHb Maso. TeCTUPOBaHME U MOUCK YSI3BUMOCTEN B HUX
NPOUCXOANT He TaK MHTEHCKBHO, Kak Ans MK, To ke caMoe KacaeTcst ¥ MOOW/bHbIX MPUMIOXKEHWIA.

CoBpeMeHHble MOGU/bHbIE Gpay3epbl YXKe MPaKTUYECKU [OrHaNIM HaCTO/bHble aHanoruy,
OflHaKO pacluMpeHne (yHKUMOHana BeyeT 3a CO6OW 6GOMbLUY0 CAOXHOCTb U MEHbLLYHO
3aLLMLLIEHHOCTb.

[laneko He BCE NPOWU3BOAWTENN BbIMYCKaOT OGHOBMEHUS, 3aKPbIBAIOLLME KPUTUYECKME
YSI3BUMOCTY /11 CBOMX YCTPOIACTB.

OcHOBHble COBeThI A/19 6€30MacHOCTV MOGWIBLHOTO TenedoHa:

Huuero He sBNsieTCA NO-HACTOsILLiEMY GecriaTHbIM. Bylb OCTOPOXeEH, BeAb Koraa Tebe
npeaniaraloT 6eCnNaTHbI KOHTEHT, B HEM MOTYT GbITb CKPbITbI KAaKUe-TO NaTHbIE YCAYTK;

[ymait, npexae yem otnpasuTb SMS, ¢oTo nnmn Buaeo. Tbl TOYHO 3HaeLLb, rae OHU 6yayT
B KOHEYHOM uTtore?

Heo6x041M0 06HOBNSATL OMEPaLMOHHYH0 CUCTEMY TBOErO CMapT(oHa;
Mcnonb3yii aHTUBMPYCHbIEe MPOrpaMmbl Anst MOGUbHBIX TeNE(OHOB;

He 3arpyxail MpUNOXeHWs OT HEU3BECTHOTO MCTOYHMKA, Befb OHWU MOTYT COAEpPXKaTb
BPEZIOHOCHOE NPOrpamMMHoOe 06ecrneveHue;

Mocne TOro Kak Tbl Bbliijewb C caliTa, F4e BBOAWA NIMYHYIO MH(OpMaumto, 3aiign B
HacTpoliku Gpay3epa 1 yaanu cookies;

Meproanyecku I'IpOBepFIIZ, KaKune nnaTHble YCnyru aktuBnpoBaHbl Ha TBOEM HOMEPE;

[aBali cBoli HoMep MO6GUNLHOTO TenedoHa TOMbKO NMHOASM, KOTOPbIX Tbl 3HaeLlb U KOMY
[0BepseLLb;

Bluetooth fomkeH ObITb BbIKNOYEH, KOrAa Thl UM HE NOMb3yellbes. He 3abbiBail MHOr4a
NpPoBepPsATH 3TO.

Online urpsr

CoBpeMeHHble  OHMaWH-Urpbl - 3TO  KPaCOYHble, 3axXBaTblBalOLLMe Pa3B/EYEHNS,
06beaMHSIOLIME COTHU ThICAY YENIOBEK MO BCEMY MUPY. VIFPOKM MUCCNeAyHOT AaHHbIA UM Mup,
06LLat0TCs APYT C APYrOM, BbIMOHAOT 3aaHus, CPaXKarTcs ¢ MOHCTPaMu 1 NoyyatoT onbIT. 3a
YI0BO/IbCTBME OHM MIATAT: MOKYNalT AMCK, ONauynBatoT aboHEMEHT UM NPUOGPETaOT KakKue-
TO ONLMN.

Bce aTn cpeacTBa MAyT Ha NOAAEPXKaHME 1 Pa3BUTME UTPbl, @ TAKKe Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPM3aLIMK, BbIMYCKaOTCA HOBble MaTyy (LMQPOBbIE 3anaTKu
ANs Mporpamm), 3aKpbIBatoTCA YSI3BUMOCTMW CEPBEPOB.

B nogo6HbIX Mrpax CTOMT 0MacaTbCsi HE CTO/IbKO CBOVX COMEPHUKOB, CKO/bKO KPaXKi TBOETO
Maposisi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTOpPU3aLUK GObLIMHCTBA UTP.

OCHOBHbIe COBETbI N0 6€30MacHOCTH TBOErO NIrpoBOro akkayHTta.:



1. Ecnv ipyroii urpok BeaeT cebs Maoxo Unm co3naeT Tebe HeMpUSTHOCTH, 3a6/10KMPYIi ero
B CMCKE UFPOKOB;

2. I'I0>Kany|7|c;1 aAMUHNCTPATOPaM UTrPbl Ha M1I0X0€E NMOBEAEHNE 3TOI0 UTPOKa, XEaTesibHO
NPUNoXnTb KaKME-TO AOKa3aTebCTBa B BUAE CKPUHOB,

3. He ykasblBail M4HYt0 MHOpPMaLMio B Npodaiine urpbl;
4. YBaxkai Apyrux y4aCTHUKOB M0 UTpe;

5. He ycTaHaBnu1Bai HeouumaibHble NaTim u Mofpl;

6. icnonb3yin CNoXHble 1 pasHble Naponu,;

7. [axe BO BpeMs Urpbl He CTOWUT OTK/KOYaTb aHTMBMPYC. [oKa Tbl Urpaellb, TBOVA
KOMMbOTEP MOTYT 3apasnThb.

@OUIIMHT WIN Kpaka JUIHbIX JaHHbIX

OO6bIYHO Kpakeil AeHEr N JOKYMEHTOB CErOfHS YXKe HUKOro He YAMBULLb, HO C pa3BUTMEM
WHTEPHET-TEXHONIOTUIA  3/10YMbILUNIEHHUKN  MEPeMECTUICE B WUHTEPHET, W MPOAO/HKaloT
3aHMMaTbCA "NHOUMBbIM™ [e10M.

Tak nosiBunacb HOBas Yrpo3a: MHTEPHET-MOLLEHHUYECTBA WAW (PULLMHE, FNaBHas Lefb
KOTOPOro COCTOMT B MOMYYeHUU KOH(MAEHUMANbHLIX AaHHbLIX MO/b30BaTeNen - NIOFMHOB U
naponen. Ha aHrnuMickom asbike phishing untaetca kak dmwmHr (o1 fishing - pbl6Has nosns,
password - naposnb).

OCHOBHbIEe COBETbI N0 60pb6E C PULLMHIOM:

1. Cneay 3a CBOMM aKKayHTOM. EC/ Tbl MOA03PEBaELLb, YUTO TBOSI aHKETa Obla B3/10MaHa,
TO HE0GXOAMMO 3a6/10KMPOBATh €€ 1 COO6LUMTL aAMUHICTPATOPaM pecypca 06 TOM Kak MOXHO
CKopee;

2. I/Icnonb3y|7| 6e3onacHble Beb-CaliTbl, B TOM YUCIe, NHTEPHET-MarasmHoB 1 MOUCKOBbIX
CUCTEM;

3. Vcnonb3yii CNOXHbIE W pa3Hble Naponn. Takum o6pa3om, ecnu Tebs B3NOMatoT, TO
3/10YMbILLMIEHHWKM NOyYaT A0CTYM TOMbKO K OfIHOMY TBOEMY MPOI/II0 B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3IoMa, TO HEOOXOAMMO NPesyrnpeanTb BCeX CBOMX 3HAKOMbIX, KOTOpPbIe
f06aBfieHbl y Tebs B APY3baX, 0 TOM, YTO Tebs B3OMan U, BO3MOXKHO, OT TBOEro UMeHu byaet
paccbinaTbCs cnam 1 CCbINIKU Ha (PULLMHIOBbIE CalTbI;

5. YcTaHoBW HagexHbl naponb (PIN) Ha MOGUNbHLIN TeNeqoH;
6. OTK/OUM COXpaHeHue napons B Gpaysepe;

7. He oTKpbIBaii halinbl 1 Apyrve BNOXEHUs B NCbMaX, AaXKe €C/IN OHU MPULLK OT TBOUX
ApY3€ii. Jlydlle YyTOUHW Y HUX, OTIPABASAAM N OHX TeGe 3TK (hainbl.

Hudposas penyranus



LingppoBas penyTtauus - 3TO HeratvMBHas WM NO3UTUBHaA WH(OpMauMs B CeTU O Tebe.
KomnpomeTupytolias UHhopMaLns, pasmelLeHHas B UHTEPHeTe, MOXET Cepbe3HbIM 06pasom
0TPa3nNTbCA Ha TBOEN peanbHOM XM3HW. “Lindposas penyTauyms” - 3T0 TBOM UMUK, KOTOPbIA
(hopmupyeTcs 13 MH(opMaLuy o Tebe B MHTEPHETE.

TBOE MECTO »XUTeNbCTBA, y‘-IG6bI, TBOE (*)VIH&HCOBOG NOMOXeHWe, 0CO6EHHOCTH XapaKTtepa n
paccKasbl 0 GM3KKX - BCE 3TO HaKan/MBaeTCs B CETU.

MHorue noapocTKN NErkKOMbIC/IEHHO OTHOCATCS K Ny6AMKauyun NUYHOW MHGpopMaUmn B
NHTepHeTe, He MOHKMast BO3MOXHbIX MOC/eACTBUIA. Thi aXKe He CMOXeLLb A0rafaThCs 0 TOM, UTO
(hoTorpadmsi, pasmelLieHHasi 5 neT Hasaf, CTana NPUYMHON 0TKasa NPUHSATL Tebst Ha paboTy.

KommeHTapuu, pasMellieHne TBovx hoTorpadmii U gpyrue AeincTBus MOryT He UCUE3HYTb
[aXe Noc/e Toro, Kak Tbl MX YAanuilb. Tbl He 3Haelllb, KTO COXpaHUA 3Ty MH(opMaLuto, nonana
/N OHa B MOWCKOBbIE CMUCTEMbI M COXPaHWNAch NN OHAa, a FNaBHOE: YTO MOoAyMalT o Tebe
OKpY>XKatolLMe Nioan, KoTopble HaiayT v YBUAAT 3T0. HaliTu MHGopMaumo MHOTO NleT CnycTs
CMOXET /11060 - KaK 13 106pbIX MOGYXKAEHWIA, TaK U C HAMEPEHVEM NMPUYNHUTDL BPeL. ITO MOXKET
BbITb KTO YrOAHO.

OCHOBHble COBEeTbI M0 3aLiMTe LpOBOA penyTauum:

1. Mopymaii, npexae 4Yem 4TO-TO My6NMKOBaTb M MepedaBaTb y cebsi B 6nore vnn B
coumanbHOWM CeTu;

2. B HacTpoiikax npouns ycTaHOBU OrpaHMYeHns Ha NPOCMOTP TBOEro npogunas n ero
COAEPXKMMOrO, Cfienai ero ToNbKo "ansa apysen”;

3. He pa3meLaii 1 He yKa3blBail MH(OPMaLMIO, KOTOpas MOXKET KOro-iMb0 0CKOp6/1ATL 1K
0bmxXarb.

ABTOpCKOE IPaBo

CoBpeMEHHbIe LIKO/bHWKW - aKTUBHbIE M0/b30BaTeNN LM(POBOro npocTpaHcTa. OfHaKo
[ANeKo He BCE 3HAKT, YTO MO/b30BaHME MHOTMMM BO3MOXHOCTAMMW L(POBOro Mmpa TpebyeT
CO6/M0AEHNS NPaB Ha MHTENNEKTYaNIbHYH0 COGCTBEHHOCTb.

TepMUH "MHTeNNeKTyasbHasd COBCTBEHHOCTb" OTHOCUTCA K pas3/IMyYHbIM TBOPEHUAM
4e/I0BEYECKOro YMa, HauMHasa ¢ HOBbIX U300OPETEHWNIA N 3HAKOB, 0603HaYatOLLMX COBCTBEHHOCTb
Ha NPOAYKTbl W YCNYrW, W 3aKaHumBas KHuramu, @otorpadusmmn, KuHOMUIbMaMKU W
MY3bIKa/IbHbIMU MPOU3BEAEHUAMMU.

ABTOpCKMe MpaBa - 3TO MpaBa Ha MHTENNeKTyallbHY0 COBCTBEHHOCTb Ha MPOV3BEAEHNS
HayKW, NATepaTypbl N NCKYCCTBA. ABTOPCKME MpaBa BbICTYNAOT B KAYECTBE rapaHTMK TOTO, YTO
VHTENNEKTyaNbHbIA/TBOPUECKWiA TPy aBTopa He GyAeT HampacHbIM, JacT eMmy ChpaBef/nBbIe
BO3MOXKHOCTY 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyda, NonyyYnTb M3BECTHOCTb W MPU3HAHME.
HukTo 6€3 paspeLleHyst aBTOpa He MOXKET BOCMPOU3BOAWTbL ero NPOu3BeaeHe, PacnpoCTPaHsThb,
Ny6IMYHO [EMOHCTPMUPOBATb, MPOAAaBaTh, MMMOPTMPOBATb, MyCKaTb B MPOKAT, MyG/MYHO
MCMOMHATD, MOKa3bIBaTh/MCMONHATL B 3Mpe Unn pasmeLlaTb B VIHTEpHeTe.

Vcnonb3oBaHve "nyparckoro” nporpaMMHOro 06ecreyeHnss MOXET MPUBECTUM K MHOTUM
puckam: OT MOTepu [aHHbIX K TBOMM akkKayHTaM [0 G/I0KMPOBKM TBOEro YCTPOMCTBA, rpe
YCTaHOB/IEHA HeferasibHasa nporpamma. He cTomT TakxKe 3abbiBaTh, YTO CYLLECTBYHOT flera/ibHble
1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HalTU B CETW.



O nopraJje

CeTeBMYOK.pg - TBOW INaBHbIVi COBETUMK B CETU. 3[eChb Thl MOXELLb Y3HATb 0 6e30MacHOCTU
B CETW MOHATHbIM W [OCTYMHbIM A3bIKOM, & NPU BO3HUKHOBEHWM KPUTUYECKOW CUTyaumu
06paTnTLCA 33 COBETOM. A TaKXe MPUHATL YYacTMe B KOHKYpPCax M CTaTb CaMblM LM(POBbIM
rpaxgaHnHom!



